
 
 

 

 

Financial Services and Markets 

FSA focuses on anti-bribery and corruption systems and 

controls failures 

On 8 January 2009, the Financial Services Authority ("FSA") fined Aon Limited ("Aon") £5.25 million 
for failing to take reasonable care to establish and maintain effective systems and controls to counter 
the risks of bribery and corruption associated with making payments to overseas third parties. This is 
the largest financial crime related fine imposed by the FSA to date. 

 

The FSA's enforcement notice to Aon is accessible online at: http://www.fsa.gov.uk/pubs/final/aon.pdf. It will be of interest to all firms 
that do business with overseas clients or other third parties, particularly in high risk jurisdictions. 

 

Background to the case 

Aon had made various payments to non-FSA authorised overseas firms and individuals ("overseas third parties") who helped it win 
business from overseas clients. Aon later identified a number of these payments as suspicious and reported them to the Serious 
Organised Crime Agency ("SOCA"). The suspicious payments amounted to approximately US$7 million and were made to overseas 
third parties in Bahrain, Bangladesh, Bulgaria, Burma, Indonesia and Vietnam. 

 

The FSA's findings 

Aon was fined for breaching Principle 3 of the FSA's Principles for Businesses. Principle 3 requires firms to take reasonable care to 
organise and control their affairs responsibly and effectively, with adequate risk management systems.  

The FSA found that Aon had failed properly to assess the risks associated with making payments to overseas third parties including, 
in particular, the risk that the payments might be used to pay bribes or otherwise to win or retain business by corrupt means. Aon had 
also failed to implement effective internal systems and controls to mitigate those risks. 

Margaret Cole, FSA director of enforcement, described the case as sending a clear message that it is "completely unacceptable for 
firms to conduct business overseas without having in place appropriate anti-bribery and corruption systems and controls". 

 

Key points for firms 

The FSA's enforcement notice offers considerable insight into the FSA's expectations of firms' anti-bribery and corruption systems and 
controls. Whilst the notice does not set out formal FSA guidance, firms doing business with clients or other third parties in high risk 
jurisdictions may wish to consider the following key messages: 

• Firms' client take-on, anti-money laundering due diligence and other internal authorisation procedures (for example, procedures for 
authorising payments to third parties) should take account of and specifically assess and address the bribery and corruption risks 
presented by the countries in which the firm does business.  More onerous standards should be applied in relation to jurisdictions 
presenting higher risk.  

• Firms should review and monitor their relationships with clients and other third parties on an ongoing basis. When dealing with 
higher risk jurisdictions, firms should question the nature and purpose of any payments made or transactions carried out.   In 
particular, firms should consider whether there seems to be a genuine commercial purpose for a payment or transaction. 

• Relevant staff should be given sufficient and focused training on bribery and corruption risks, which may incorporate some form of 
testing.  Internal policies and procedures should be documented clearly and should give sufficient guidance to staff to enable them 
to understand and apply the policies and procedures properly. 

• Whilst it is helpful for firms to implement staff codes of conduct and to require staff to sign periodic compliance declarations, these 
measures are unlikely to suffice without adequate training and written guidance for staff as well as robust authorisation and 
monitoring procedures. 
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• A firm's compliance function should have effective oversight of its systems and procedures in this area, and should actively 
consider the appropriateness of particular relationships or payments.  For example, it is not enough for the compliance function 
simply to "rubber stamp" whether staff have completed the correct forms to authorise a particular payment or relationship.  It should 
actively review new payments and relationships in the jurisdictions identified as higher risk, and should act as a further "check and 
balance". 

• Bribery and corruption risks should, where relevant, be specifically considered by senior management (for example, at meetings of 
the board or any relevant risk committees). Senior management should receive sufficient relevant management information to allow 
it to assess periodically whether the firm is managing its bribery and corruption risks effectively. 

• Firms should ensure that any internal audit covers bribery and corruption risks. 

• Any areas of concern a firm identifies should be promptly and appropriately escalated to senior management.   

 

Examples of good practice 

The FSA described the steps Aon has taken to improve its systems and controls in this area as a model of best practice for other firms.  
In particular, the FSA noted that: 

• In November 2007, Aon instructed a professional services firm to review Aon's systems and controls relating to payments to 
overseas third parties. Aon has or has nearly implemented all the recommendations made and, in some cases, Aon's controls now 
exceed those recommendations. 

• Aon instructed a professional services firm to review all payments made by Aon to overseas third parties between 1 January 2002 
and 31 December 2007, and instructed external lawyers to carry out detailed investigations to any payments identified as 
potentially inappropriate. 

• Aon has taken disciplinary action against staff involved in making suspicious payments, where appropriate, and has also 
implemented an enhanced risk-based training regime for staff. 

• Aon and its parent company have designed and implemented a new global anti-corruption programme. This includes a policy 
restricting the use of third party introducers in countries where corruption risk is not "low" ("low" risk being defined by reference to 
an internationally accepted corruption perceptions index).  

• The new policy on introducers is implemented at Aon by a working group, which reviews all existing and proposed third party 
relationships. The group is currently chaired by Aon's CFO and is comprised of senior management, business, finance, legal and 
compliance executives and external legal counsel. 

 

Future developments 

In November 2008, the Law Commission recommended repealing the common law offence of bribery and many related statutory 
provisions. The Commission's draft Bribery Bill instead sets out a number of new statutory offences, including bribery of a foreign 
public official and a corporate offence of negligently failing to prevent bribery by an employee or agent. As yet, there has been no 
indication of when the draft Bribery Bill might be brought before Parliament. 

 

Further information 

If you would like further information or advice on this issue please contact Margaret Chamberlain, Jane Tuckley or Tim Lewis in the 
Financial Services and Markets Group. 
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